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SUMMARY

Overview (See Figure 7.0-1) This section encompasses technofogiesth
autonomousand cooperativepositioning, coordination,and control of military
force elements, asoted inthe military S&T Plans. Included aretechnologies
for flight managementguidance,and vehicle control. Elements of thech-
nology continue to be improved and adapted to mission needs. Esigasially
true for the US GlobaPositioning System (GPS). Navigation dsfined as
obtaining the present condition or state of the vehicle fsemsedvalues of
position andmotion. Guidancesystems integrate these conditiam& produce
vehicle control responses. In essence, these technologies are ctagadd and
overlap depending onapplication, whichincludes WMD. Most of these

technologies have dual-use requirements, and all of them are essential for various
mission needs. Commercial aircraft accuracy requirements are generally less than
those for militaryaircraft. Thetrend isfor consolidation of various navigation

technologies into hybrid systems.

Rationale The militarily critical parameterskey on values abovevhich
inertial, radio, and data-based referenced navigation equianérehicle control
equipment could beised to deliveiconventional weapons, a single itefor
nuclear), individuallytargetedRVs, or a set of items to a level aftcuracy
appropriate tothe destructive footprint of these munitions. Accurate

positioning, attitude, pointing, and control of land, sea, airand space

vehicles are essential for effective coordinatiorhighly mobile military forces.

Accurate time and frequency form the basis formodern guidance,
navigation, and vehicle control as well as telecommunication. These capabilities

directly enhancehe delivery accuracyand lethality of mannedand unmanned,

guided and unguided weapons systems. In addition, otfssion requirements,
such as reconnaissance, require accurate velocity, motion
compensation, and positioning synchronizatiordata to maintain real-time
knowledge ofthe enemy. Accurate position and time sequencingand use of
sensor information are key force multipliers to offset numerical superiority of an
adversary and reduce casualties. In the past few yemaEse othe application
of dynamically unstableaircraft and missile design, thevehicle flight control
systems (FCSpecamevital to meet thedesign requirements dhe platform.
Similar advancements ateeing made inground, marineand spacecraft vehicle
control. The long-term costs fdird World countries to design, fabricate, and
apply this technologyhave been dimiting proliferation factor. This section
contains important, highly leverageable technologies.

SUPPORTING TECHNOLOGIES

Manufacturing & Fabrication
eSensors & Lasers
eInformation Systems
*Aeronautics
*Electronics
*Materials

GUIDANCE, NAVIGATION
& VEHICLE CONTROL
sIncreased

—Accuracy
—Control

*Precision Strike
*Accurate Maneuver Control
*Hybridization

Figure 7.0-1. Guidance, Navigation and Vehicle Control
Overview



7.1 7.2 7.3

Country Aircraft Inertial Radio and D ata-
and Vehicle Navigation Based Referenced
Control Systems Navigation
Systems Systems

Austraia a= =a EEma
Foreign Technology Assessment (See Figure 7.0-2) Depending on Eiﬁ:ﬁm = :
national desiresand needs,nations have chosen to developroduce,and use Canada mm == ==
guidance, navigation, and vehicle control technologies for miliéagcommer- chna u= == o
cial purposes. Many countries do not have an indigeamosaft manufacturing France mmom moom mmom
capability and the inherent flight control technology thare fundamental Germany omm mom mmm
requirements. From a user viewpoint, inertial navigation systeare more nde om e am
expensive to produce and maintain than radio navigatstems. Thidact and Italy am = Em
other military missionconsiderations havked many nations to rely more on Japan om meE mmm
radio navigation systems for many militaapd commercial needsThis fact is Eei‘::“ds :' : :'
more evident now with the use of Global Navigation Satellite Systems (GNSS). Norway am o am
The onlyworldwide radionavigation systems that exiaste OMEGA, US GPS Poland .
and the Russian Global Navigation Satellite System (GLONASSRther Romena amm i i
regionalradio navigation systems, such as LORAN Bave beerproduced to South Africa n = om
meet local needs. Some of the countries, such as France, thantURussia, S. Korea o =
have been leaders in Guidance, Navigatan Vehicle Control because of their zfvz‘;‘en am am o
indigenousaircraft industry. Much of the technology capability for many Switzerland o
countries has been obtained through US licensing agreement transféssead UK mmEm mEEs smam
students attending US universities. US industry degended orand supported Diaine e am o am e am
US export control to obtain a level playifigld for itself andforeign nations. ECEND s Tohmoeges Can abiies:
US industry has also depended on the control regulations to be able to negate the - - - -
offset demandsfor manufacturingdatathat are most often sought byoreign Al Majority Some Limited

countries. Foreign offset requirementsareone of the mainproliferation
mechanisms of these technologies. Furithetails ofthe foreign technology
assessment are provided in the respective subsections.

Figure 7.0-2. Guidance, Navigation and Vehicle Control
FTA Summary
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SECTION 7.1 AIRCRAFT AND VEHICLE CONTROL SYSTEMS

Overview (See Figure 7.1-1)Flight control systems (FCS)ncluding Fly- i Sy
by-Wire and Fly-by-Light) are composed ofsensors, computers, actuators, and Aircraft &

the other system componerditated bythe architecture, methodologies, and Vehicle Control
algorithmsrequired bythe air vehicle(aircraft, RPV, or cruise missile) to Systems
performtheir intendedmissions. Similar control systermase used in ground,

sea, and space vehicle missions. They function to control the vehateling What makes this superior What systems it supports
agility and steering, toachievethe desiredflight path (e.g.,weapon launch «Accurate Positioning &

windows). TheFCS alsoprevents undesirabkgircraft and missile motions or Control «Aircraft (fixed and rotary
structural loads by autonomously processing outputs from multiple sensors and -Anti-Jam/Anti-Spoof g

*UAVs/RPVs
*Helicopters

*Air Cushion Vehicles
*Ground Effect Vehicles

then providing necessary preventive commands éffect automatic control.
Flight path optimization is an FCfrocedurghat minimizes deviations from a
four-dimensional (spacend time) desired trajectory based on maximizing
performance or effectivenedsr mission tasks. Particularly important are

*Frequency Response
*Response Time
eIntegration Technology

evolving adaptive control techniques for integratedtrol andsignature control. *Manage Redundancy -
Control actuators transform control logiinto vehicle responses.  New *Fault Tolerance “Missiles
technologiesare required tofurther reducepower andlogistic support. Electric «Active Control

actuatorsare used insmall civil aircraft, RPVs, and missiles. Theyreplace «Adaptive Technology

conventional hydraulic, pneumatic, and mechanical drive systems in larger, high-

performance civil and military aircraft and helicopters. , , , ,
Figure 7.1-1. Aircraft and Vehicle Control Systems Overview

Rationale (See Table 7.1-1) National security consideratidictate a critical
concernfor FCS because ofCS use inweapon deliveryplatforms. The key
characteristic ofreliability in a wide variety of environmental conditions has
caused FCS, in the past, to have had a high degree of autonomy relatilierto
components of the vehicle. With the advent of digital bus systemsedmodant
computers, the vehicle and FCS are being integrated with the other electronic and
mechanicalsystems in the vehicle. Integration technology htherefore,
become a criticatechnology. Most, if not allcommercial practices evolve
from military requirements with the g loadinged dynamicsbeing considerably

less for commercial use.  Flight control lawsand algorithms are the
mathematical relationshipgefining input sensor processing, sensor selection, Foreign Technology Assessment (See Figure 7.0-2) The UBads the

software design specification/program descriptimnguage, logic diagrams, or
circuit schematics. Description of flight control laasdalgorithms in any of
these forms are critical technologies if they contain any of the guauameters
(gains, time constraints, thresholds, limitejy military aircraft. FCS software
in any embodiment (source, object, or machiwe) associatedwith any
military aircraft in operation or imlevelopment iscritical. Reduction ofircraft
signature bydecreasing aircratiir dataprotrusionsrequires a knowledge afata
processing and nonintrusive sensing.

dynamic compensation, fault detection/isolatioand command generation to world in vehicle FCS primarily because of softwar@nd CAD expertise.
flight control force and momengeneratorsand cockpit flight guidancedisplays. However, many countries, such as FranRessia, and the UK, now have
Control laws and algorithms are typically represented inthe form of autonomous capability in aircraft flight control, some of which has laelepted
mathematical equations, block diagrams, flow chastdtware sourcecode, from a wide variety of US commercial and military aircraft.
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Table 7.1-1. Aircraft and Vehicle Control Systems Militarily Critical Technology Parameters
MILITARILY CRITICAL PARAMETERS CRITICAL UNIQUE TEST, PRODUCTION, AND UNIQUE SOFTWARE EXPORT
TECHNOLOGY MINIMUM LEVEL TO ASSURE US MATERIALS INSPECTION EQUIPMENT AND PARAMETERS CONTROL
SUPERIORITY REFERENCE
AIRFOILS, VARIABLE GEOMETRY | Fixed wing - external robustness to maximize |Smart materials |Digital air vehicle and control system Algorithms and verified data WA ML 10, 21, 22

L/D configured airfoil from supersonic only to dynamic computer models; CAD develop- | containing actual design WA Cat 7E

include high subsonic region. Helicopter - ment software; pilot in-the-loop simulators; | parameters (e.g., response, USML VIl

Dynamically optimized airload distribution on ground and flight testing of prototype shape, rates). CCL Cat 7E

rotors for 50% reduction in acoustic signature
and 60% less vibration;
Bandwidth of > 3 Hz

systems; CAD tools for linking design
parameters to vehicle dynamic models.

CONTROLLER, MULTI-AXIS

Cooper-Harper rating of < 3;
No pilot induced oscillation (P1O) due to rate
limiting

None identified

Digital air vehicle and control system
dynamic computer models; CAD develop-
ment software; pilot in-the-loop simulators;
ground and flight testing of prototype
systems.

Algorithms and verified data
containing actual design
parameters (e.g., gains, time
constants, limits, thresholds).

WA ML 10, 21, 22
WA Cat 7E
USML VIl

CCL Cat 7E

ELECTRIC ACTUATORS

Output power > 4 hp;

Rate > 50 deg/s;

Acceleration > 100 inches/sec?;
Bandwidth > 4 Hz

Rare earth
magnets; see
Materials

Digital air vehicle and control system
dynamic computer models; pilot in-the-loop
simulators; ground and flight testing of
prototype systems; CAD tools for
developing power controllers.

Algorithms and verified data
containing actual design
parameters (e.g., power
switching logic, gains, time
constants).

WA ML 10, 21, 22
WA Cat 7E
USML VIII

CCL Cat 7E

FLIGHT CONTROL SYSTEMS,
ACTIVE

30% reduction in pilot fatigue in 1-2 Hz region
caused by turbulence induced structural
oscillations; minimize flutter for aeroelasticity
induced airspeed limits;

50% increase in structural fatigue life.

None identified

Air vehicle rigid, flexible and control system
dynamic computer models; CAD develop-
ment software; pilot in-the-loop simulators;
ground and flight testing of prototype
systems; CAD tools for linking design
parameters with flexible vehicle dynamics.

Algorithms and verified data
containing actual design
parameters (e.g., gains, time
constants, limits) for military
applications. Automatic

verification and validation tools.

WA ML 10, 21, 22
WA Cat 7E
USML VIII

CCL Cat 7E

FLIGHT CONTROL SYSTEMS, FULL

AUTHORITY DIGITAL

Equivalent time delay of < 100 milliseconds;
bandwidth of > 3 Hz;

Aircraft loss rate per flight of < 1 x 107>

None identified

Digital air vehicle and control system
dynamic computer models; CAD develop-
ment software; pilot in-the-loop simulators;
ground and flight testing of prototype
systems.

Algorithms and verified data
containing actual design
parameters (e.g., gains, time
constants, limits). Automatic

verification and validation tools.

WA ML 10, 21, 22
WA Cat 7E
USML VIII

CCL Cat 7E

FLIGHT CONTROL SYSTEMS,

MULTI-DISCIPLINED INTEGRATED

Equivalent time delay of < 100 milliseconds;
Bandwidth of > 3 Hz;

Time to identify structural modes < time to
double amplitude

None identified

Integrated air vehicle control system,
structural and propulsion dynamic computer
models; pilot in-the-loop simulators; ground
and flight testing of prototype systems; CAD
tools for linking individual disciplinary
models.

Algorithms and verified data
containing actual design
parameters (e.g., gains, time
constants, limits). Automatic

verification and validation tools.

WA ML 10, 21, 22
WA Cat 7E
USML VIII

CCL Cat 7E

FLIGHT CONTROL SYSTEMS,
RECONFIGURABLE

Detect and respond in less than the time to
reach double amplitude

None identified

Digital air vehicle and control system
dynamic computer models; pilot in-the-loop
simulators; ground and flight testing of
prototype systems; CAD tools for linking
individual disciplinary models.

Algorithms and verified data
containing actual design
parameters (e.g., gains, time
constants, limits). Automatic

verification and validation tools.

WA ML 10, 21, 22
WA Cat 7E
USML VIII
CCLCat7D, E

FLIGHT CONTROL SYSTEMS,
THRUST VECTORING

Equivalent time delay of < 100 milliseconds;
Bandwidth of > 3 Hz;
Rate limit > 60 deg/sec

None identified

Integrated air vehicle control system,
structural and propulsion dynamic computer
models; pilot in-the-loop simulators; ground
and flight testing of prototype systems; CAD
tools for linking propulsion and vehicle
dynamic models.

Algorithms and verified data
containing actual design
parameters (e.g., gains, time
constants, limits). Automatic

verification and validation tools.

WA ML 10, 21, 22
WA Cat 7E
USML VIl
CCLCat7D, E

NONCONVENTIONAL

(OPTICAL/MODELING) AIR DATA

SENSORS

Operation > 30,000 ft
Covert Air Data with accuracy equivalent to
conventional sensors

None identified

Unique computer models and laser
velocimetry

CAD Development Tools for linking
algorithms and aircraft shapes

Compensation algorithms and
verified data.

WA ML 10, 21, 22
WA Cat 7E
USML VIII

CCL Cat 7D, E
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SECTION 7.2 INERTIAL NAVIGATION SYSTEMS AND RELATED COMPONENTS

Overview (See Figure 7.2-1) This technologyeaencompasses &ide range
of systemsand components that form the basis for autonomoasyert

navigation and motion sensing. Included are Inertial Navig&igstems(INS), Inertial Navigation \
various types integrated systems, aagh ofmany distinct types ofjyroscopes Systems & Related
and accelerometershat can be found in anavigation system. Multifunction Components

inertial componentsare also noted. An INS is agelf-containedsystem that
provides continuous estimates of some or all components of vehiclessielte,

as position, velocityacceleration, attitude, angular ragsd often guidance or What makes this superior What systems it supports
steering inputs. An INS contairagcelerometerand gyroscopes to sendieear )

and angular rate. lttan be mechanizedither as a gimballed platform or a *Autonomous/Covert *Aircraft, RPVs, UAVs
strapdown iner'tial sensing unit_emplloyirjg' a computeprtwidethe "software" “Navigation Error Rate «Ground Vehicle Systems
equivalent of gimbals or a hybrid unit wittither gimbal orstrapdown features.

Gyros and accelerometers caalso beused as separatastruments. Separate *World Wide Data *Satellites

militarily critical technology areas andparametriccontrols apply to gyros,
accelerometersand systems. (See Figures7.2-2 and 7.2.3, which provide
examples of applications.)

*Accurate Positioning & *Marine Systems
Control - Ships

- Submarines/Submersibles

*Anti-Jam/Anti-Spoof

Rationale (See Table 7.2-1)This technology ha®een driven bymilitary
requirements. Theeliability of ring laser gyrosand fiber optic gyros has sCompensation
allowed for an expanding list of militargnd commercial applications. INS and
their respective sensocomponents havewide applications in commercial
transport and civil aircraft, surveyinggsearchandrobotics. TheGAO/NSIAD

Report 93-67 ofMarch 1993 noted, however, that "thechnical data for Figure 7.2-1. Inertial Navigation Systems and Related

nonmilitary INS is the same as for military IN&d is particularly sensitive Components Overview

because it enables the licensee to manufacture all or part of the item." The INS

and componentparametriccontrols allow the export of INS focommercial Foreign Technology Assessment (See Figure 7.0-2) The technology
aircraftwhile protecting the test equipment, softwaaed technologythereof. gap betweenthe US and other nations israpidly closing. The USleads the
Export of INS and sensors is of extremilitary concernand is specifically world in most inertial technology and is progressively improving inateas of
noted inthe MTCR relative to its use for guidanceand control.  Military accuracyalignment, size, weight, reliability, cosindintegration with digital
applicationsinclude strategisystems (missilesnd RVs; strategic platforms); processing technology.However, France, IsraelK, PRC, and Russia are
aircraft carriers, SSNs, and surfacecombatantsaircraft; tacticalmissiles; and rapidly closing the gap. Russia and the PRC have produced conventional inertial
land warfare. Targeting, surveillanceand commandand control (CZ_) require products and have initial production capability in ring laser and fiber optic gyros.
high navigationaccuracy. ~ Low-speedehicles employ INS navigation and Russia has developed some flexure rotor and magnetaayendedjyroscopes,
attitude datafor weapon directiorand fire control. Commercial usesclude and the quality of these gyroscopeppears to be on a paith Western
launch vehicles, satellites, oil drilling platformdgirectional drilling systems, equipment. Since tuned rotor gyroscopes are inexpeasiveery suitable for a
dredging platforms, submersibleshydrographic and natural resource survey space reentry guidance application, the acquisition of this type of technology has
vessels, shipsaircraft, automobiles, trucks, trainsand robotic production. enhancedgyroscopic capability in maneuvering rematemannedvehicles.
Inertial navigation systems technology hheen enhanced by advances in  Nations who are developing an inertial capability include Australia, BREIC,
computer technology (memory capacity, throughpand filters), sensor India, Israel,ltaly, SwedenSouth Africa, andNorway. Their major obstacles
advancementsndelectronics. However, levels phrametriccontrols that are are access to a market of sufficient size to justifydéeelopmentostsand the
traceable to critical and significant military capabilities have been developed. capital equipmentosts for high-volume production. ltaly, Brazihd Sweden
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have the capability toproduce conventional spinningwvheel inertial devices. countries are novmbeddingGPS receiversinto their INS. The capabilities of

Recent international conferences indicatedide INS knowledge base ifRRussia the UK, France, and Japan are nearly equal to the US except fmotigrecise
andChina. Russigroducedoth single-modeand multi-mode fibers, but the inertial systems and sensors. All these counhi@® pursuethe evolution of
quality has nobeen ascertained. lfapan, the Ministry ofnternationalTrade inertial technology from spinning mass fioated gyro to dynamicallytuned
and Industry has orchestratedhe fiber optic industry as a critical industry of gyro to ring laser gyro and now to fiber optic gyros. Some lcaneentrated on
which fiber optic gyros are a small part of the market. The importanfieeof only afew of these technologies. Germany, Japam] Israel havedeveloped
optic sensors to Japan isdicated bythe fact that the JaparResearch and fewer ofthese technologies than the US, Uid Franceand have less total
Development Corporation has specifisgnizance othis technology. Several system integration experience.
1 nautical mile earth rate -

................ Taee"e ’/— \~

‘<109 N 1.000 - /I'ACMT‘ISL?CL)G/IISEILE\

............ ! GUIDANCE

....................... MUNITIONS _ '\ﬂ\“STSE"F;E ( \t—-
o i TACTICAL MisSILE \N ROBOTICS / s AT T TS\ CEPTOR /AHRS
S 1000 =+ v v S ; MIDCOURSE ~ - £ . STELLARAIDED '\~
A Y GUIDANCE, = 10 T (T P
D Y < - NAVIGATION &
Q100 T T N 7. RLC g
b L LESCL L Y SN RATE AND = 10
x LN e INTEGRATING n R
'9 10 R T.PAT.EGI.C‘ o " CRUISE MISSILE | % - MEESQ#”E%AL .
Q . "Cmissite . . . = " INSTRUMENTS " S REBALANCE
9 f NA?/IGATION | % " CNSTROVENTS . o Agﬂgu%ﬂgs ACtELEROMETERS
= SR € O | g L s SSLe R
3 N A S | SR o SO

. kTR:cN»?lNG/ A e | o STRATEAIC MISSILE

o1 L <t - L 1 L NN .
0.000015 0.00015 0.0015 0.015 0.15 1.5 15 150 1500 1 °/sec 0.1Llee- o l' - 1 frerrorerres 10 """" 50 z 100 ° (I)()o o '000
<@— HIGH PERFORMANCE—»'(— MEDIUM PERFORMANCE —>|<— LOW PERFORMANCE =——» HIGH PEREORMANGE LOW PEREORMANGE
BIAS STABILITY (deg/h) PERFORMANCE
BIAS STABILITY (ug)
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Table 7.2-1. Inertial Navigation Systems and Related Components Militarily Critical Technology Parameters
MILITARILY CRITICAL PARAMETERS CRITICAL UNIQUE TEST, PRODUCTION, AND UNIQUE SOFTWARE EXPORT
TECHNOLOGY MINIMUM LEVEL TO ASSURE US MATERIALS INSPECTION EQUIPMENT AND PARAMETERS CONTROL
SUPERIORITY REFERENCE
INERTIAL NAVIGATION SYSTEMS For Aircraft, Vehicle or Spacecraft for attitude, [None identified |Components require specially designed |Algorithms and verified data (WA ML 9, 11, 21,
guidance and control - Nav error < 0.8 nmi/hr test, calibration, or alignment equipment |needed to exceed militarily |22
50% CEP Ships motion simulator critical parameters. WA Cat 7A, B, D,
For ships - Nav error of < 0.8 nmiin 3 hrs CAD development tools for linking INS alignment time for E
For missiles - Nav error of <2 nmi/hr various design parameters moving platform and transfer MTCR 9

Or specified to function at linear acceleration
> 10 g on any platform

alignment techniques

USML VIII, 121.16
CCL Cat7A, B, D,
E

HYBRID NAVIGATION SYSTEMS

For AIC, Vehicle or Spacecraft - Nav error
< 0.8 nm/hr 50% CEP

For ships - Nav error of < 0.8 nmiin 3 hrs
For missiles - Nav error of < 2 nmi/h

Or specified to function at linear Acceleration
> 10 g on any platform

None identified

Components require specially designed

test, calibration, or alignment equipment.

GNSS receivers require special
simulator testing systems.

CAD development tools for linking
various design parameters

Algorithms and verified data
needed to exceed militarily
critical parameters.

Source code for combining
INS with Doppler, GNSS or
DBRN.

INS initial align time for
moving platform.

Transfer align techniques
and reference to geoid

WAMLO, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat 7A, B, D,
E

INERTIAL/GLOBAL NAVIGATION
SATELLITE SYSTEM (GNSS)

For A/C, Vehicle or Spacecraft - Nav error
< 0.8 nm/hr 50% CEP

Poainting accuracy < 75 arc sec

For ships - Nav error of < 0.8 nmiin 3 hrs
For missiles - Nav error of < 2 nmi/hr

Or specified to function at linear acceleration
> 10 g on any platform

Signal decryption (anti spoof) and/or null-
steerable antenna, jamming protection.
Accuracy of < 20 meter 50% SEP in position
and < 200 nanosecond in time.

< 0.1 m/s velocity > 60,000 ft and

> 1,000 kts

None identified

Components require specially designed

test, calibration, or alignment equipment.

GNSS receivers require special
simulator testing systems.

CAD development tools for linking
various design parameters

Algorithms and verified data
needed to exceed militarily
critical parameters.

Source code for combining
INS with GNSS.

INS initial align time for
moving platform.

Transfer align techniques
and reference to geoid

WAMLO9, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat 7A, B, D,
E

GYRO ASTRO TRACKING DEVICES

Azimuth accuracy < 75 arc seconds
Or specified to function at linear acceleration
>10 g on any platform

None identified

Components require specially designed
test, calibration, or alignment equipment
including clock accuracy of 1
microsecond/24 hrs

Star signal simulators

CAD development tools for linking
various design parameters

Algorithms and verified data
needed to exceed militarily
critical parameters.

Source code for combining
with INS.

Transfer align techniques
and reference to geoid

WAML 9, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat7A, B, D,
E

GYROSCOPES

Drift rate stability of < 0.01 deg/hr for

<l1l0gor

Drift rate stability of < 0.5 deg/hr for 10t0 100 g
or specified to function at linear acceleration
levels > 100 g on any platform

See Figure 7.2-2

None identified

Gyro tuning test and dynamic balance
station

Gyro run-in motor test station
Evacuation and fill stations

Centrifuge fixtures for gyro bearings
Scatterometers-accuracy > 10 ppm
Profilometers-accuracy < 5 angstrom
Fiber winding machines

CAD development tools for linking
various design parameters

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WAMLO9, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat 7A, B, D,
E
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Table 7.2-1. Inertial Navigation Systems and Related Components Militarily Critical Technology Parameters (Cont'd)
MILITARILY CRITICAL PARAMETERS CRITICAL UNIQUE TEST, PRODUCTION, AND UNIQUE SOFTWARE EXPORT
TECHNOLOGY MINIMUM LEVEL TO ASSURE US MATERIALS INSPECTION EQUIPMENT AND PARAMETERS CONTROL
SUPERIORITY REFERENCE
ACCELEROMETERS Bias stability of < 130 micro g or None identified |Specially designed test, calibration, or Algorithms and verified data |WA ML 9, 11, 21,

Scale factor stability of < 130 ppm or

Specified to function at linear acceleration levels
> 100 g on any platform

See Figure 7.2-3

alignment equipment

Accelerometer axis align stations
Programmable dividing head

CAD development tools for linking various
design parameters

needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

22

WA Cat 7A, B, D, E
MTCR 9

USML ViIll, 121.16
CCL Cat7A, B, D, E

MULTI-FUNCTION INERTIAL
COMPONENTS

Combination of gyro and accelerometer
parameters with limiting tolerance parameter
being a drift rate stability of < 0.01 deg/hr for

< 10 g or Drift rate stability of < 0.5 deg/hr for 10
to 100 g or specified to function at linear
acceleration levels > 100 g on any platform

None identified

Specially designed test, calibration, or
alignment equipment
Accelerometer axis align stations

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 9

USML VIII, 121.16
CCL Cat7A, B, D, E

AZIMUTH DETERMINATION SYSTEM

< 3 arc minutes
Refer to parameters for gyroscopes

None identified

Components require specially designed
test, calibration, or alignment equipment

Algorithms and verified data
needed for compensation

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 9

USML VIII, 121.16
CCL Cat7A, B, D, E

FLOATED GYROSCOPES

Drift rate stability of < 0.01 deg/hr for

<10gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g or
Specified to function at acceleration levels

> 100 g on any platform

None identified

Gyro dynamic balance station
Gyro run-in motor test station

Gyro evacuation and fill stations
Centrifuge fixtures for gyro bearings

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 9

USML VIII, 121.16
CCL Cat7A,B, D, E

DYNAMICALLY TUNED GYROSCOPES
(DTG)

Drift rate stability of < 0.01 deg/hr for

<l1l0gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g
or

Specified to function at acceleration levels

> 100 g on any platform

None identified

Gyro tuning test station

Gyro dynamic balance station
Gyro run-in motor test station

Gyro evacuation and fill stations
Centrifuge fixtures for gyro bearings

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 9

USML VIII, 121.16
CCL Cat 7A, B, D, E

RING LASER GYROSCOPES (RLG)

Drift rate stability of < 0.01 deg/hr for

<10gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g or
Specified to function at acceleration levels

> 100 g on any platform

None identified

Scatterometers-accuracy < 10 ppm to
characterize mirrors
Profilometers-accuracy < 5 angstrom to
characterize mirrors

Gyro evacuation and fill stations

lon beam coating facilities

Electron beam evaporation machines
CAD development tools for linking various
design parameters

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 9

USML ViIll, 121.16
CCLCat7A,B, D, E

7-8

(cont'd)



Table 7.2-1. Inertial Navigation Systems and Related Components Militarily Critical Technology Parameters (Cont'd)
MILITARILY CRITICAL PARAMETERS CRITICAL UNIQUE TEST, PRODUCTION, AND UNIQUE SOFTWARE EXPORT
TECHNOLOGY MINIMUM LEVEL TO ASSURE US MATERIALS INSPECTION EQUIPMENT AND PARAMETERS CONTROL
SUPERIORITY REFERENCE
ELECTROSTATICALLY SUPPORTED Drift rate stability of < 0.01 deg/hr for None identified |Gyro evacuation and fill stations Algorithms and verified data |[WA ML 9, 11, 21,

GYROSCOPES (ESG)

<10gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g
or

Specified to function at acceleration levels

> 100 g on any platform

CAD development tools for linking
various design parameters

needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

2

WA Cat 7A, B, D,
E

MTCR 9

USML VIII, 121.16
CCL Cat7A, B, D,
E

FIBER OPTIC GYROSCOPES (FOG)

Drift rate stability of < 0.01 deg/hr for

<l1l0gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g
or

Specified to function at acceleration levels

> 100 g on any platform

None identified

Fiber winding machines
CAD development tools for linking
various design parameters

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WAMLO9, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat7A, B, D,
E

HEMISPHERICAL RESONATOR
GYROSCOPES (HRG)

Drift rate stability of < 0.01 deg/hr for

<l1l0gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g
or

Specified to function at acceleration levels

> 100 g on any platform

None identified

Gyro dynamic balance station
Gyro evacuation and fill stations
Surface etching techniques

Algorithms and verified data
needed to exceed militarily
critical parameters.

Unigue compensation
techniques

WAMLO, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat 7A, B, D,
E

MICRO ELECTRO-MECHANICAL
(SILICON) GYROS

Drift rate stability of < 0.01 deg/hr for

<10gor

Drift rate stability of < 0.5 deg/hr for 10 to 100 g
or

Specified to function at acceleration levels

> 100 g on any platform

None identified

Specially designed test, calibration, or
alignment equipment

Accelerometer axis align stations

lon milling

Plazma Arc

Electronic Sputtering

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WAMLSY, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat 7A, B, D,
E

MICRO ELECTRO-MECHANICAL
(SILICON) ACCELEROMETERS

Bias stability of < 130 micro g or

Scale factor stability of < 130 ppm or
Specified to function at acceleration levels
> 100 g on any platform

None identified

Specially designed test, calibration, or
alignment equipment

Accelerometer axis align stations

lon milling

Plazma Arc

Electronic Sputtering

Algorithms and verified data
needed to exceed militarily
critical parameters.

Error compensation for
environmental effects and
technology characteristics

WAMLOY, 11, 21,

2

WA Cat 7A, B, D,

E

MTCR 9

USML VIII, 121.16
CCL Cat7A, B, D,
E
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SECTION 7.3 RADIO AND DATA-BASED

Overview (See Figure 7.3-1)This subsectiorcovers alimited category of
technology and equipment havingvide range of dual-usapplications. GNSS
receivers with certain characteristics have proliferation concerns, espadiatly
used in the differential and hybrid modesusing compensating systems for
improving accuracy and redundancyAccurate time and frequencyform the
baseline for telecommunicationsnd navigation. DBRN provides highly
accurateposition, velocity,and track under dynamic and covert conditions.
DBRN systems us@restored groundand undersegerrain contour, acoustic,
electromagnetispectrum, magnetic, gravityand stellar sensordata. Radio
navigation equipment using low probability of intercept techniquesmtsades
covert capability.

Rationale (See Table 7.3-1)Accuratepositioning, control,and redundancy
for platforms are essential foreffective coordination ofmilitary activities.
Individual system accuracies depend on mission requirements. Encsygeds
of the GPSdeny nonauthorizedisers the full capability of the systems. Null-
steerable antennare amilitary response tojamming. Hybrid and DBRN
systems combine the befgatures of differenhavigation systems tprovide
autonomous, covert, unjammable information. valdio navigationand DBRN
systems rely orprecisetime and frequency. DBRN technology is partially
derived from sensorand Geographic InformatiorSystems (GIS) technology.
DBRN technology,leveraged bycomputer speed andnemory, resolvedata
ambiguities and optimizes navigational sensor and stored data. The psgeof
management and phase shift key modulateziuceghe emittedsignal resulting
in a decreased detectability and covert (stealth) operation.

Foreign Technology Assessmer(See Figure 7.0-2) The US and Russia
have independentlgileveloped and deploye@PS and GLONASS, respectively.
The US leadsthe world in radio navigation and DBRN technologyand is
progressively improving in thareas of accuracgize, weight, reliability, cost,
and integration with digital processing technology.
closing quickly as thenewer technologiesrequire, insome cases, lessapital
investment in the technologyncreased computationaffectiveness for a given
equipment volume and weight could provide anadversary with distinct
navigation payoffs: (1) enhancing navigation capabiliaed (2) improving
reliability and resistance tchostile actions. Signafletection and processing
technology isused to acquiresynchronize,and track desired signals for
measurement of navigation parameters. 3hbstantial margin of capability
added bythis technology is vital tocontinued USsuperiority in precision
navigation and the multitude of missionsdependentthereupon.  Highly
interference-resistant receiveigr satellite navigation systemare also vital.

The gap, however, is

REFERENCED NAVIGATION SYSTEMS

Radio and Data-Based
Referenced Navigation
Systems

What systems it supports
eIndividual Combatant
«Aircraft, RPVs, UAVs
*Ground Vehicle Systems

What makes this superior
eAccuracy
—3D and Time
—Pointing

—Velocity/Acceleration Satellites

—World Wide *Marine Systems

- Ships

*Reliability
Compensation

*Autonomous/Covert

Figure 7.3-1. Radio and Data-Based Referenced Navigation

Systems Overview

Militarily critical signal conversion technologies contribwtieectly to mission
effectiveness by improvedanti-jamming performance, increased reliability,

higher precision navigation, real-time adaptive response to hostile environments,

and decreasedsystem size, weightand cost. The know-how toachieve

improvements mosbeneficial tomilitary applicationsdependsupon integrated

circuit technologyandthe software tosupport it. In thisarea,Russia lags the
US by 3to 5 years. France, the UK, Germany, Isa®l Japanarethe leading

nations that have developed end-use products that use signals fro@R®tand
GLONASS and DBRN for military applications. The acquisition afual-use

end-products couléllow the transfer ofthe necessanknow-how for military

applications. Russia hadevelopedthe use of magnetiarrays to improve
compensation for DBRN systems.
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Table 7.3-1.

Radio and Data-Based Referenced Navigation

Systems Militarily Critical Technology Parameters

TECHNOLOGY

MILITARILY CRITICAL PARAMETERS
MINIMUM LEVEL TO ASSURE US
SUPERIORITY

CRITICAL
MATERIALS

UNIQUE TEST, PRODUCTION, AND
INSPECTION EQUIPMENT

UNIQUE SOFTWARE
AND PARAMETERS

EXPORT
CONTROL
REFERENCE

GLOBAL NAVIGATION SATELLITE SYSTEM
(GNSS)

Signal decryption (anti spoof) and/or null-
steerable antenna, jamming protection
Accuracy of < 20 meter 50% SEP in
position and < 200 nanosecond in time and
< 0.1 m/s velocity for > 60,000 ft and

> 1,000 kts

None identified

Selective Availability, Anti-Spoofing (SA/A
S)

Signal Simulators with SA/A-S

< 200 nanosecond measurement capability
ECCM or Interference Resistance
Receivers

Algorithms including classified,
encrypted algorithms and verified
data.

Vehicle attitude determination

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 11

USML XII, 121.16
CCL Cat7A,B,D, E

DIFFERENTIAL GNSS

Signal decryption (anti spoof) and/or null-
steerable antenna, jamming protection
Accuracy of < 1 meter 50% SEP in position
and < 200 nanosecond in time and < 0.1
m/s velocity for > 60,000 ft and > 1,000 kts

None identified

Selective Availability, Anti-Spoofing (SA/A-
S)

Signal Simulators with SA/A-S

< 200 nanosecond measurement capability

Algorithms including classified,
encrypted algorithms and verified
data.

Differential techniques that
provide accuracy of < 1 meter.
Vehicle attitude determination

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 11

USML XII, 121.16
CCL Cat 7A, B, D, E

HYBRID NAVIGATION SYSTEMS

Accuracy of < 20 meter 50% SEP in
position. Jamming protection to maintain
PPS or < 0.1 m/s velocity for > 60,000 ft
and > 1,000 kts

For spacecraft - Pointing accuracy of
<50 arc sec

None identified

Components require specially designed
test, calibration, or alignment equipment.
GNSS receivers require special simulator
testing systems. Specially designed test,
calibration, or alignment equipment

Algorithms and verified data
needed to exceed militarily critical
parameters.

Source code for combining INS
with Doppler, GNSS or DBRN.

INS initial align time code for
moving platform, transfer align
techniques and reference to geoid

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 11

USML XIl, 121.16
CCLCat7A,B,D, E

PRECISION TIME AND FREQUENCY
SUBSYSTEMS

Signal phase (time) communication
synchronization < 100 microseconds, UTC
(USNO).

Intersystem synchronization < 100 nano-
seconds relative to other system nodes.
Navigation systems < 200 nanoseconds,
UTC (USNO).

Frequency for reference and calibration, Af /
f<lx 10_10.

Synthetic quartz
Magnetic
shielding
materials, see
Materials

Frequency for reference and calibration,
Af/f<1x10710

Algorithms and verified data
needed to combine clock outputs
to improve stability/accuracy
performance (i.e., "Ensembling”)
Automatically detect phase jumps
or frequency perturbations and/or
improve reliability from
redundancy. Self monitoring.

WA Cat 3A, B, D, E
MTCR 12

USML XIl, 121.16
CCLCat3A,B,D, E

RADAR ALTIMETERS AND DOPPLER
NAVIGATION SYSTEMS HAVING POWER
MANAGEMENT OR PHASE SHIFT KEY
MODULATION

Non detectable — in radar frequency range

None identified

None identified

Cross correlation algorithms and
verified data.

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 11

USML XIl, 121.16
CCL Cat 7A, B, D, E

DATA BASED (FOR EXAMPLE TERRAIN,
ACOUSTIC, ELECTROMAGNETIC
SPECTRUM, MAGNETIC, GRAVITY,
GRAVITY GRADIENT, BATHYMETRIC,
STELLAR) REFERENCED NAVIGATION

Accuracy < 100 meters CEP

None identified

Unigue computer test models for
optimization of data base manipulation and
extraction

Algorithms for image correlation
and pattern recognition.
Integration and data analysis
algorithms and verified data

WA ML 9, 11, 21,
22

WA Cat 7A, B, D, E
MTCR 11

USML XIl, 121.16
CCL Cat7A, B, D, E
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